5 38 455 3 4] FER AR (AR A (FPaes0) Vol.38, No.3
202145 H Journal of Xinjiang University(Natural Science Edition in Chinese and English) May, 2021

EFL-RBEHERGMNEY BRIEGINZE X

T B, FAART
(WA 2K SeHH SRR . 3T K5 830021)

B OE. MRS PR SRR SWSCEC, IF Hm e S SR T RGO B 1M S W A
LA MEFEAFINR, 42— PP -5 I SR AR A SR 3 R N T 58 . R 51 A g, Wi 91 UG Lorenz i
ARG RIRIETS , 12 HRMF S WSS P R A i TIRTHINERCR , XA faa BRI HEA T, H
Ok I8 57 SRR — U, A Rossler RS A R 91 T, X HISCH IR 1E md - sh A 2958
L R RO S BN .l e g R, TR RE R g 2 o Mo R T, A )RS,
WML AVERAR R, RERSAR G UF BoRE R M5 BURRUR, A5 82 207 TR 3 R A SEBR 8 ORI A L.

KBEIA . XY HL; B LorenziR Il ; RossleriBl ; BISC; 29K E L

DOI : 10.13568/j.cnki.651094.651316. 2020.12.09.0001

FESES : TP309 XEFRAE: A XEHS : 2096-7675(2021)03-0290-010

513830 Pl BEZR. T L-RIBM RGNS AU RGN T4 (). B g (A /B2 ) (h9E30), 2021,
38(3): 290-299+333.

EFIXHEN: FEI M, LI G D. Image encryption algorithm based on L-R chaotic system and double diffu-
sion[J]. Journal of Xinjiang University(Natural Science Edition in Chinese and English), 2021, 38(3): 290-299+333.

Image Encryption Algorithm based on L-R Chaotic System
and Double Diffusion

FEI Min, LI Guodong

(College of Statistics and Data Science, Xingiang University of Finance and Economics, Urumgi Xingiang 830021 China)

Abstract : In order to solve the problems that the cipher in the encryption algorithm is only controlled by the
key and has nothing to do with the plaintext and the chaotic system used in encryption is relatively simple, so it
is easy to be attacked and cracked and the security is poor, a double diffusion image encryption scheme with key
and plaintext is proposed. The key is divided into two levels. The initial key is substituted into the super Lorenz
chaotic system to generate the chaotic sequence iteratively. The chaotic sequence is used to select the pixels from
the plaintext image. In order to improve the encryption efficiency, the existing operation rules are improved. The
second level key is generated by the improved operation method, which is substituted into the Rossler chaotic map
to generate the chaotic sequence for encryption. The encryption is realized in the order of ”dynamic scrambling
reverse diffusion”. Through the experimental simulation, it can be proved that the algorithm has the ability to
resist statistical and differential attacks, the key space is large enough, the encryption efficiency and security are
very high, it can well hide the image information, and has great practical significance and application value in
information security.
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AR BRI | A SR MEBIE | 0 BRI Al B | 23R LS e RIS A, HH T R
.

LHERAER RS AL BTRIE R GEN SO U L OSSN i FH Y, BB T X R R 9]
BAERBEAT TN , I LB ERANDE , BT Hilbert & & , ZSAVEMIE T %% i FTRE R Ge 45 # B —f [n]
A, REAE L MR SCRER R B, EREAEC0 1 b N 75 S 66 A B il ™ U B Rk RE RS oy TR AL,
ARk s & 5 BUm P HURSS & Bt — M P15 BSOS I BN B 1%, AT LORF RIS N 25 v L RS, T
Hte s, 452550 sk R 2038 R0 RS EL , 12 HIDN AZhZS X RS 1, b i 1 % SO e L]
SERUEMGICIN G , SR UHT S T 9] M RE SISO S SR, BER IR 2Ry, % SR B
WA R RE ), AR T RIAMN 2t (FRFIAE IR R S B fh— .

ARSCE R RGNS B — 5] | ARk S WISCIO , M S i O BUm s R 2
AN AR, 25t —Rh XU Y HCE AL A A | S WSO SN E T 5. HOREUER . |, Xt
B Lorenzif i RETIEAA BUR L FIF X AL EE, MBI SCHgb AR ME R A, ISR A B SUR R iz
SEILIR 7 A5 — g s R, FI = 4ERosslerR IEFIER — U 91 AR UM 5 2B 5 fee , I3RS A=
HERossler WS X I EGAEAT IE-18 [ UM ELGL. 07 B I R I A A G BAT B iy 22 e PR TR 4R T 10 s
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1.1 #Lorenz& i
R LorenziR{E 9 8l J12¢ ik
t=a(y—x)+w
Yy=cr—y—xz
(1)

z=xy—bz
wW=—yz+rw
M ZHa=10,b=2%,c=28,-1.52<r < —0.060F, 2 (1) HEIRIER. Mr=—10F, BIERGE 4D R 14
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Fig 1 Phase diagram of hyperchaotic system
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1.2 RossleriBiH
Rossleriit{ili R G H R AE 1976 AZ R B3, B RosslerW i FHTE EMENEE . RosslerlRIE 7 FE4H N

—(y+2)
j=v-+ay (2)
Z=b+z(x—c)

K (2) H: 2y, 2 NRGAL R, a,b,cHRBESE Ya= T
0.2,b=0.2,c=5.70F , RGEIRT , RGN ZFERE
528 aBUERE IE L. X LorenziRIE R G AL 2.
JF9, b BRI VE R TR (2) PTG, K2R 20
TEARFRSE200 000K 7 A BRI 55
1.3 HBXRIFE M E AR S
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BRI, B f(n,m). Horr: n e R B8, mA K. B
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BT E BRI |, Fnt ey a3 3 2RSS 3 Fig 2 Singular attractor of L-R chaotic system
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Fig 3 Image encryption process
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2.2 MERKLR

TG, AR KORIEAE Lorenz R , 12 17 A5 TR T 3 473 52 465 e ) 7 228 A0 D) DA B S8 i — 4
GEZ S, HECARGNERTRT A2 BN TG, i G 5 s BRI R R B 5, Ii4%I751,
WX a6 ST Bz SRR N5 — B o, w0, 20} 5 TRA = ZERossler BT EAUR R MREIE S, HORFEB0E
UF B SRR LA R BUF 51, TR “ X - AL gy B0y, PRAHALTRIT .

T ERERE, HIRNEAm =M x N, HR, =B RE 2N B0 57 0 SRR I
—A R, IO ={Li=1,2,---,m}.

52 EIREHI — {0Lo,5L0r2 Lo wLo) HRKSHU a— 10,b—8/3,c— 28,7 — —1} {E WM Lorenz
WIRT ARI IR A S A (DU B e -85 A AR (1) 7+ rp +2 000K Bt WU AR RS 5 PR AR,
RN, 18 Hua, ub, ue, ud, { ua;, ub;,uc;, ud; |i = 1,2, u} , HUKEE (3) ¥ F I ua, ub, uc, ud XAl , 15
Fa—dk ), 108, uy, uz, uw , Bluz, uy, uz,vw, {ux;, wy, v ww; [i=1,2, - u} . Ba, BREEEIRM < NIK,
RN, 1ICMsz, sy, 52, 5w, { 824, 8y, 82, 5w; |1 = 1,2, M xN}.

uz; = floor((ua; x 100 — floor(ua; x 100)) x 10'°) mod (M x N/4)
uy; = floor((ub; x 100 — floor(ub; x 100)) x 10?) mod (M x N/4) (3)
uz; = floor((uc; x 100 — floor(uc; x 100)) x 10%) mod (M x N/4)
uw; = floor((ud; x 100 — floor(ud; x 100)) x 107) mod (M x N/4)

FIR3 iz ¥ uz, uy, uz, ww M (4) BB )5 TR PR MR R OEPU T, BIPUZ—AN 1xul
[i]

i

PU(1,i) =I(1,ux(i) +uy(i) + vz (i) +uw(i)), i=1,2,---,u (4)
S

SR —4k )8 PU SRS s, sy, sz, swFHSCHR[6] B AR B2 507 B3 FERN , 288 e B s 2 a4 asd1a] ;
VIS se MR RE PU M), ok B AN 47 .

5)()(2 sx(u+1) sx(M*N-u+1) . sx(M*N) |-— s

sx(1) 51

PU(L) : PUU) ¥ mod

—

PU(L) PU) | mod

—
%

PU(L) PUU)

PU(L) PU) | mod

BE3Z 3%
SX(1) | SX(2) SX(U+1) SXM*N-u+1) | .. | SX(M*N) |-— BRI
5l

4 PR RS RIEFTIEERN

Fig 4 Operation rules of filtered pixels and original sequence
PR SCHR 6] A BEAT ekt , el o Hris BN I 154518 . INPURIRVNE FE BN TS sa i RN,
Wi € [1,u—1], PR ICER 5 PURIRT N CREG RN 5 7Fi € [u, M x N —u+ 1], JFIIHHi iR S PU A
TLHREAXINL 5 10 € [Mx N —u+2, M xN|, FFIHEIANTCRE PURIG M x N —i+ 1 JCREG R, 50 TR
A BRI AT « SEREIRIRIE A1 th R — T R X R SRR SR S, 13— Z K M < N Y
Fe3), B Rt et 5 HUOWZ 7 9 s G TR il e S SO A2 AR 2R e 81 . kit = RESR TN
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Fig 5 Corresponding rules of filtering pixels and chaotic sequences
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Fig 6 Corresponding rules of chaotic sequence and filtered pixel sum
FERa B (5) R I sodg— N IT RN B SUR R SRS A, 133IM x N —4E) &, 2
Hpx,pr={px;|i=1,2,--- ,MxN}.
px; =sum(PU(1,1toi)),i € [1,u—1]
pr; =sum(PU(1,1t0i)),i € [u, M x N —u+1] (5)
px; =sum(PU(Lyu— (M X N —i+ 1)+ 1tou)),i € [M x N —u+2,M x N]

WS HEDIRAIR, R T sy, sz, swit ) —4E [m] Epy, pz, pw.

FIE6 (5B (6) K ¥ s, sy, sz, swlpz, py, pz, pwiE A T INERIPHLEE , 15 2B SCH RIF51 , ieipse,
PSY, Sz, pSw, {PST; ,psys, PSzs, psw, |i=1,2,--- | M x N} , WA TR AR BAF 2] =279 {psa., +psy: psy-+
pszi,psz;+psw; |i=1,---, M x N}EN ZHERosslerii{il FIHI 1A 1H.

psz; = (px; + sx;) mod 1
psy; = (py; +sy;) mod 1 (6)
psz; = (pz; + sz;) mod 1

psw; = (pw; + sw;) mod 1

WIRT W = HERossler MU WIHIRE AN R G S a = 0.2,0 = 0.2,¢ = 5.7fCAF(2) , B K R0.002, EACUEL
W =P8, I X,Y, Z{X,,Y:, Z;|i=1,2,--- M xN}.
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X (i,7) = (floor(((#i—1yx n+; +500) mod 1) x 10"*) mod M) +1Y (4, 5) = (floor(((y(i—1yx n+; +500) mod 1) x 10*?)

mod M) +1Z(i, j) = (floor(((2(i—1)x n+; +500) mod 1) x 10"*) mod N)+1 (7)
Her:i=1,2,-- M,j=1,2,-- ,N.
SR8 K5 XA 1), 3z I (8) I (9) X Tl i HEA T IE Y HE, I 5 Y i A Oy = {C 05 =1,
., MxN).
Cy1=mod (I, + X; +7,256) (8)
Cry=mod (I, + X, +C11,256),j =2, , M x N 9)
TR KO HHONEIE X, Mgh BRI O RIRENL, B TGE ) SIRTERGE G, {LABIE
H A KR IS — AN F I M (my,my, -+ my) , TEXSREIPE BEA T i, ERER i TT R 2P Kom, .
P KAWL, IERMFFIY BRMFES), B ABIZEER R, X O BRI R AL B % IR T
AR %% | FEXTC MR B SG 3R AL 4 B 24585 i I P I, 45 3% SCEMBIE R Cs
LIR10 KT ZAE RN i, 12 = (10) A (1) X Co 1 i A T3 4B, I f5 I B0 0 Cs = {Cs 5,
=1, M x N}, B HFACHFEFHE R, 108 4% IR D.

Csmxn = mod ((Coprx v+ Zaxn +172),256) (10)

C&j = mod (Cz,j+Zj+C3,j+1,256),j:M XN—].,MXN—Q,"' ,2 (].].)

3 FE

P Lenal KIS A T52 5 B, B T HRHLAC B N AGINAE , WindowsTERE RS, 1.90 GHZALHEES , Lenal&
BRI PER 256 x 256, K/NR192 KB, B fEMatlab R2018a 8: F b7 E , Hirp, #Lorenziiiili
HISEEE N {a=10,0=8/3,c=28,r=—1} , MLorenzIR{iWI R %5 N K = {2 Lo, yLo,2Lo,wLo,r,75,u} , BUH
M{xLo=3.313 3,yLo=12.054 6, 2L, = 40.887 9,wLy = —34.567 7,7, =89,r, = 118, u =16}, RosslerlEIliZH 2 {a =
0.2, b=0.2,c=5.7} , KT 5 ELE R

”,

(a) W (b) X (c) it

B 7 SWHER
Fig 7 Experimental results
4 MEEZIREMHH
4.1 REMRK
PIK B EUR Lenafdl], K/NA1256 x 256 , 3% FRAS SCEA O BE AR 2000K , THERSE- B I 285 1sF 1] 53 31 A
0.755 8, 0.763 4, FFR1AIAL, 53CHR[SIAH L , A SCBETTH A BI04 S bR i 2

Fz 1 A5 CEK[8| AN R 2 BT (8]
Tab 1  Encryption and decryption time of this paper and reference [8]

R7S finag k) ANy |
AR 0.755 8 0.763 4
SCHR[S) 0.764 1 0.769 8

(C)1994-2023 China Academic Journal Electronic Publishing House. All rights reserved. http://www.cnki.net



296 B R (AR (H3Es0) 20214F

4.2 HAEBRSH
FEI8Z5 H H T AT as S, IEISHT LU H 45 2 A0 2% SCIR R AR SR B W S0, fE—E R Bl

WIS AA R FUR A ST AR PR RSB RS U I RE T , SISk oA BLaei T i Fy e =20,
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Fig 8 Histogram of ciphertext

4.3 FATEREGRED

st N SR R A IR B T BB R B s () Y 2 8] R S KA Be LS 28 Tk . I RICR S s Sk
WK 2D 2 | AR IR RIRE T . N T BRIRA T3 2 : {2 Lo,yLo, 2Lo,wLo,r1,79,u} ,
Hidr, 2Ly € (—40,40) ,y Lo € (—40,40) , 2L, € (1,81) ,wLg € (—250,250) , 71 € [0,255],7, € [0,255],u € [1,256] ; HH,
xLo,yLo, 2 Lo, wLoEVF AL, FEEEIRE] 171071, Miry, ro, uLZREEL, K1, RIBE RS M AR - 2x 40
2x40 x 81 x 2 x 250 x (10'%)* x 256 x 256 x 256 ~ 4 x 107 ILIL K T2!28, (K220 ~ 10%, AR EHAS []4 x 1070 ~ 222,
2RI, HICER[LAHLE, 45 AR A R, Aoy 2 ot ke

® 2 AXSXH(1]BIBEAZIE
Tab 2 2 Key space of this paper and reference [1]

Bk w2
AR 2%
jC@([l] 2200

(a) AR (b) IEHfEE
9 EHARERMENR
Fig 9 Key sensitivity test
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XA LorenziR I RS IFMEIET T2 x 10~ “IRUNMES) , Mo L, =3.313 3+2x 10~ 10, K9 (a) M2
BIG, LA 25 H e Ty 8 A TR 3R i 3 AR RBURR M , 2 25 B AR R IR A 31 (R il N el AR B T vk 3R A5 IE W i 2 1]
4.4 BASCHURRED B

BRZEBAHR (RPN PCR) £l C— MG EEAEE SR R AR LR, NPCRBEEITL100% , N
BRI D FRIRE L, DS, AKH
NPCR= "= r—

IH— AR AR B (FRTFRU ACT) 48 W8 B 4%t B A BAR R s 22 (A Al R 2B FLERIIE. UAC T
VT33.4635 %8k, 370N -

x 100% (12)

ZZ D200y y00% (13)

XA SR — SR R TR R RN AR S, sl T, RS N PCRFIU ACT43 5 99.83% F133.43%
PR HEr FEARAE , XL SCHR[1], S5 AN FR3FR.

UACI_

® 3 BAXHURMEDT

Tab 3 Plaintext sensitivity analysis

EELAD A SCHR[L
NPCR 0.998 3 0.997 8
UACI 0.334 3 0.333 7

4.5 FESMEEEXES T

MG (14) , B2 000XME R A (2, y) AT 04T, THEZ RUFAMEL0. h3R4 . BI10RT 1, W SCEMSAHLR
PRE AR, MHIOCREAE LR, 25 SO T R 2R B A O R B AE OB, BRSO Fk a3 7 34
SR TRISCRR 1] FRARE , AR SCEA A B30 N 275 3 i 2 SCAHOGME REUE /)N, A BUIE A SR e 1 g

cov (z,y)

D)D) (14

To,y =

A

& 4 BAXFEXHEBGEREBXRLY

Tab 4 Correlation coefficients between adjacent pixels of plaintext and ciphertext

J7 I JEE L SCik[1]
7K 0.973 9 0.006 4 -0.020 8
FEH 0.943 6 -0.036 8 0.042 4

popEES 0.917 3 0.014 0 0.021 2
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Fig 10 10 Correlation of adjacent pixels in each direction of ciphertext
4.6 E24
4 ShannonE B, {7 QRS T — PSR REALIERS . XF256- 1 I BEG MR BEEUR T =, 15 EIRBEE T8
U ARG 5 SEBRIETS , A Lenal R BYWISCS S0 BARHEA TR L, AR 4R (15) THAE B S5 SR W35,
AP (i) 48 2 KA I AR . i 3Ro T 0, 5T SRR [1] w4 H A 88 R0 A A 25 SO 15 B R LE
A HIAR SCHT &3 R AN 28 B0 A TS 4 S A S e i PRARL(EES , SRR ST s R R 4

255

H(m)==>p(m:)log,p(m) (15)
i=1
# 5 FEEMER
Tab 5  Information entropy results
K% W SCA% B 5 SUE B
Lena 7.445 0 7.997 4
SCHR[1] 7.445 0 7.997 0

5 Q:I: ‘/\
AR SCHG BT L-RIB ORISR H0) BRI 2 50k 0 25 B 5 WA SCIEMGORN DG , o 45 2 A IR 9 25 SRR
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