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Abstract : As digital transformation and the core demand for new quality productivity accelerate, the important
information systems have been widely applied in various fields of society. However, the diversification of business
and magnification of scale have made their operational conditions increasingly complicated, and how to effectively
ensure their trusted operation during their life cycle has become a common concern of society. With the deep
application of the trustworthy computing rising to the national strategic level, dynamic metrics, as one of its
core technologies, become an ideal solution to the problem of trustworthy operation state of important information
systems. However, how to ensure the effectiveness and low performance overhead of dynamic measurement becomes
an extremely challenging issue. Firstly, this paper introduces the application background of dynamic metrics, and
then presents the basic concepts and definitions of trusted computing. Secondly, we analyse the key factors
and challenges of dynamic metrics from three aspects: The validity of dynamic metrics, the accuracy of the
trustworthy evaluation system and the security of the metrics architecture, and give the definition of dynamic
metrics. Furthermore, the theoretical and engineering studies of dynamic metrics models (comprehensiveness of
the metrics object and security of the metrics architecture) are discussed in depth. On the basis of previously
stated, the technical challenges of dynamic metrics are summarized and analyzed. Finally, we put forward the
future development and application of dynamic measurement.
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W HE B EAEEYE, NERAFERGRAN L SCOE XS5, ARG A I 50 AT R s i
Wit R, Hag—E R BR .

2.2.3  FETHLEET AT N B =

HEAF B RGAARHES 1 S BT EATE 55, RELPRB T B AT A I EAS A F IR TR A1 T AT LARA
17, MHE R —E st (Aol (E3REonte e , e & — e SO EENE B rTE TS ) , LT85k
MIAT R BhAS B e R R 25 B R AR S I E oK.

WRFCT ORI . P PRI S AR TR Z B T D05 T BN T A RES A 5 % e ik ik 159) 2 — R 51
L, TFa TN TR RERESE SN A BT i o0 BB AL 7 2T S8 ], BIAMLER 2T 0E BA T itk T
B, W BRI UM RGBT T T R A 5 A SN2 Bt A ) B R 0 8 285 B T 1 — o L

SCHR[61])5 | ATREE 2% S HEAEXT B R B A (AT R A T 54T , 3 A S BURAIR PR 28 X 28 X A TR 1 R R
PEATHRER, AR TR A T ARG E , B T IR AR RR . DasWE O H —Fh LT R G0 F A%
EAT RN 5 % GuardOL , %7 Ml —Fh SR AR (FOM) ME RIS BRI FEA 222 BB TN
B DA AT RRIE. GuardOLAE THY A RHIEA F 2 2B gs -1 140 20N 25, R TFaa AT ir e A TR e R 1%
B RS, SRRV GuardOL AT DA BIAME S R e 8 F E M N AR 2 UOS B , HAERATRYHT30% N
DN 46% PR s EEBAEPAT100% ), IR/ N T3%. HJ%, 1207 FETCIRAGIN 3] — BePAE 2R G0 H N
S48 RS I 45 H N Rootkits (1411, Adore-ng . Sk2re2) . SCHR[63]35 H 28 5 48 4 UMK S BE T AN D7 4R 2
TEFEAEI , $EH T — I T Y10 R S N R GEE AT R S HOEL AT AR 26, (A% 07 b i
TEAT R LR R AR A 30 R A T, O AR AR s R R AN E.

T F R T — AR ARSI i, Sl o AR P T AR R E R G IR TR T, M T
FH T34 58 48 2R G0 0 U U ) (R BCRAE ] 265, ST 38 I R GV FIAT oA AR Y. SEIGEREH , ZEUIZRREARA
SAREABE%IIE DT, 207 R R I IE B Rk 3194.45% , iSRRI 5.55% ; M LG R TSt 2a8
ARSI 3 | AR PR T 36.5%.

HAET, TR I R GE 1T sS4 T WA RUSRAE T R B BL , IMAFTEE VP2 AR TAEMBRAR -

(1) FEFHLERF 2T S ATRAHrE AR = T RS (14 R 76 B B AG IR | BERS AR A W G R A WA T
e B BRI SCRA R .

(2) BUA W EEFHLAS 2 T BB A AN 7 R REASA Sk . et | (R AR X B & B S A
BRI TN SR > A5 B AR 74328, AR T A2 I S A2 4 ATt TR 25 7, LIRS X R e
(1o Dayiwil ) 47 FiveE .

(3) & LIFR A R4 | 4848 ik . 184 3cH | $84 9 R A NS48 4 R T BT Btk A A R AR o 5
AR 4 R 04 328 A5 1 P B B A A 2R S b, ek Dy sCRIASHI (P e IO AR B 1) AR DR A
RGBT R hASA T A PPAN AR TR Bk AR ML 2T R AR 1) — TR S P I 5

HIRILTHLER > ST S AT WA A R REAS A A0 2 I RGBS TR, WAFE S — SN2 - Y ATEr X
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NTRRERGA B W BEHTEZE AR B0 |, #8532 B ah s e WSS T, DU AT RR4 HEANE 45 1. X
FIXTHIPL BN AR St Kt iR T X RGPS P E VAL . INZEHR v (R VE | 27 R B AT 5 P B o PRIE T
NTEREX RGUaAT AP {50 0 28 . P TR BB R GE 0y Al 51 2 AR O B FHAIL a2 > I a8
AR B R DG A

2.3 RERURENNSEERR

TCGH BN A A G = ESEERLRE ST . i afiF A B2 2P ae 18520, BB ot s T T
M EE T ST  ABCR IR RETT 5. BUARBEE L U283, Bl B B2 Ve R 3 T 92
(B ER AT 8 T sh M i —J7 , A& 3P4 aE

Bl 3T RS TR ARG i B 2 e AR B L PRl I G T BRI AR 2 sh e v ST
S, AR RIB AR E AT | I T AT R AR SR R A AR A R A A | U E BB A
NI RE. AT TIE T RUR G AR A0 1) 3h A5 B AR SCHIESE.

2.3.1 FT Eah el F RS R

F BN e AT E T AL B AR R R E5H 7 T 2 T bR AT E TR A R BRI -08 | DITPCM AR 4 i
R T | B AT RIRCR SR R 484 (K13) . TPCMAENS ST AL E LS 3, FRET R n e
N S H I 71T, SCE B R R AR R G R L 2P, ARG T RIERE S, [HRE
AT WA A T TS5 R SR A T,

SCHR[69])3: T TPCMX £ s A B S FOREIFITIE , 48 132 R TRt Je A= 78 77, TPOMETER BT
B L BRI TAE AT ISR GE AR R AL I SE IR AR IR, PRS00 38 43 Rtk AT 7B b3k
GO, HE WA= HRBE LT, 1 2 TP OMOBUA Z2 2544 JEAR ) 3 T T (5 AR A i i O T v T 738
BRI T oL

MG Al {5 AT IE R R (Trusted Execution Environment, TEE) BHL8E & R A H , 3T TEE MB35
PRALRR 25 Z ORI A AT F IS TS, [RITBE S 201 R MR py AT (5 e i . WA A TRE , iRl A
KGR G R YA 20 B, s TR s PP SR L T —Fiohr i i e SEURS

SCHR[7148 B AL FTEE Hh i B L5 2ot B AR AR Y (Target Application, TA) FEER{FOSH L F
3C, AT TARE Beds B AT RE S B S AR A2 Ak, DR HE R B S LA 35 SR AR B 40 8 31— 25l Intel
(SGX) BY K IREE AT, FRMScanclave. vISEF|FASGX A Y3 R B4 EHIa] 4R (virtual Trusted Plat-
form Module, vIPM) SEBHRAERIEZATHEE , eGS0 vTPMAEB A Tl A2 rh A A S Bt AL P AN 5
e AHIRZIT FRIEARRI “Bhas k.

REATFERM], SGXMIm A CAHMFE GG | NAFBFR IR S IR Y 2R e g, a8 Bet 35 i)
TR T LA B Mo B SR SGXAR ML A B UL M PR UE) . k3 SGX LB AR G AR RIS A T A A E 477
IR

(1) SGXH B4 JRBRYE. Enclaveft THIFA, AR TEPITRGEAH , FESAME XSG E., T
BAARIETHEER RS B AP i B A iR B AR AT M, B OR T2 XU (EnclavefINon-Enclave 52 K it (1) R GL ¢
PRI, FESGXIEAEHMIEE G

(2) RGEFERK. TR B8 AT T, o 200 2k Y Enclave. SCHR[78-82)%1 X] Ecall FllOcall[i]
YIS IS IIRAE R, EcalllFFEI KL 08 00018 RN , OcalliFF 45K Z9210 000/ E 4RI, et
TR G425 150 B ] 9100 RE 6
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AT HIZ B A BN, AR GAR R APt TR i e B . ARG 5E R W 84-85] i LA Fl Trust Zonel) %
AL THE AR 259, DI EVE TR A | L i H g Bl

25 LR, TrustZone I ARF FINLIITE 55 TA 245G AT {5 3.0 8V 1 E BB AR R SO S B I AT IR
GiAaky. HAHE B, TrustZone SWHINWIE L MM TS , HEREZE FSGX.

AR, WA HAD S 456 ol e vl (5 AR, S B T A B ] 2% (Baseboard Management Controller,
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FHEEE S P SR 2 B | I TIs T RS PR LU S R A ] (5 AR B B a O RE PR 22 L5, fig
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